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Declaration

Thank you for choosing our product. Before using the product, read this manual carefully.

The contents of this manual cannot be copied or reproduced in any form without the written
permission of InHand.

Due to continuous updating, InHand cannot promise that the contents are consistent with the actual
product information, and does not assume any disputes caused by the inconsistency of technical
parameters. The information in this document is subject to change without notice. InHand reserves the
right of final change and interpretation.

© 2019 InHand Networks. All rights reserved.

Conventions

Content in angle brackets “<>" indicates a button name. For example, the <OK>

<>
button.

indicates a window name or menu name. For example, the pop-up window "New
User."

A multi-level menu is separated by the double brackets ">". For example, the
> multi-level menu File > New > Folder indicates the menu item [Folder] under the
sub-menu [New], which is under the menu [File].

Means reader be careful. Improper action may result in loss of data or device

Cautions damage.

Note Notes contain detailed descriptions and helpful suggestions.

Contact Us

Add: 3900 Jermantown Rd., Suite 150, Fairfax, VA 22030 USA
E-mail: support@inhandneworks.com
T: +1 (703) 348-2988

URL: www.inhandnetworks.com
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1 Introduction

1G902 Edge Computing Gateway is a new-generation 4G edge computing gateway that is
launched by InHand specifically for the Industrial Internet of Things (11oT). It provides
omnipresent and continuous Internet access through global 3G/4G wireless networks and
multiple broadband services. It features a robust edge computing capability, comprehensive
security, and wireless services, capable of connecting tens of thousands of devices to
networks and providing high-speed data channels for device informatization.

With a robust edge computing capability, 1IG902 implements data optimization, real-time
response, agile connection, and intelligent analysis on 10T edge nodes. This greatly reduces
the data traffic between sites and centers, and prevents bottlenecks of cloud-based computing.
1G902 can optimize network architectures, deliver more secure and faster responses, and
implement onsite services in a more intelligent manner.

Gateway models:

1G902-B 1G902-H
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2 Network Connection, Web
Login, and Communication
Parameter Setting

This chapter describes how to establish a network connection for the gateway, log in to the
gateway's web-based management page, and set communication parameters based on the
selected network connection mode. If the communication parameters described in this chapter
do not meet your application requirements, see chapter 3 "Communication Parameter Setting
(Supplementary)."”

2.1 Network Connection
2.1.1 Cellular Network Connection
1) Wireless dial-up (with a SIM card)

1. Insert the SIM card in slot 1, connect the 4G LTE antenna to the ANT port, and connect the
gateway to a power supply. Connect the gateway to the programmable logic controller
(PLC) through the serial port or LAN port.

Press the button beside the slot ANT antenna

Insert the SIM card

\

Power -
supply

/
4

Connect to the PLC L/\

" - - - X Connect to the PC
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A Note:

Before inserting or removing the SIM card, power off the gateway; otherwise, data may be
lost or the gateway may be damaged.

2. Set the IP addresses of the PC and gateway to be in the same network segment.

(Recommended) Mode 1: Automatic IP address allocation.

Mode 2: Fixed IP address. Set the IP addresses of the PC and the gateway's GF ports to be
in the same network segment. The initial IP address of the gateway is 192.168.2.1, and its
subnet mask is 255.255.255.0. Select Use the following IP address, enter an IP address (any
from 192.168.2.2 to 192.168.2.254), subnet mask (255.255.255.0), and default gateway IP

address (192.168.2.1), and click OK.

Internet Protocol Version 4 (TCP/IPv4) Properties X
General
You can get IP settings assigned automatically if your network

supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(@) Obtain an IP address automatically

IP address:
Subnet mask:

Default gateway:

(@) Obtain DNS server address automatically
Use the following DMNS server addresses

Preferred DHS

Alternate DNS

D\ralidate settings upon exit Advanced...

Cancel

Obtain an IP address automatically

3. Open the web browser and enter 192.168.2.1 (default IP address of the gateway) to access

the gateway's web-based management page.

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

TP address: 192 . 168 . 2 .

II

Subnet mask: 255 . 255 . 255 .

Default gateway: 192 168 . 2 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: g .8 .8 .4

Alternate DNS server:

|

D\-’alidate settings upon exit Advanced.:

Cancel

Use the following IP address

- C @ 192168.21

=5 Apps

4. Log in to the gateway.

a Translate

M Gmai
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Default username:adm

Router Lafi

™oL 1 199
Ul:ldult }JdbeVUIU.J.LD456

n

Username [adm

Password [

5. Choose Network > Cellular, and select Enable. The SIM card is successfully connected to
the network if the network connection status is Connected and an IP address is allocated.

OGS
ighand

MNetwork = > Cellular

h_’;?;}ﬂ Adminiaration = = System

et s [ s
Metwerk *
A s Narna EdgeGaoway
" I Enable # I Serviees | sadel 19028
MNetwork v | Sarial bk GTO021901304568
Link Backu,
= i ST e " E WAL Address 0018051 00051
i Profile autp ¥ jauin v Firmware Versian /0.0, TOSE2 (Beta)-2019-04-02-16- 50- 24
Link x::kup * Roami ng ] v Bootioader Version 20MT.0N 10319
: .
Routing * PIN Code Diavice Tine 2000-04-04 1 (47207
B2 Time 2018-04-04 104817 | Syne Time
Firewall * | Network Type Auto * b & day. BMET1A
WPM » | StaticIp -] CPULnad (1 /5 /15 mine) 0.0/ 008/ 004
y Memory consumption 5
PR s | Connection Mode Atways Cnling * TatalFrea B e i
Tndustrial » | Redial Interval am s B Mebwork Status
p ; i
e y | ICMP Detection Server e —
Sigral Lawal 37 s -51 dBm}
Wizards E —— Fmgiata Status registerad
i ICMP Detection Interval a0 s sk 218.034.30
i B MNetmask 233255255.255
ICMP Detection Timeout 5 5 slineiy s
ICMP Detection Max Retries & it e
MTU 1300
ICMP Detection Strict 4 Connaction fime &y D0:0E15
-~

Sratus

| Gigabitethesnet 0/1 (S=trings)

R s et opens

Down

6. The dual SIM card feature is supported. Enable this feature if another SIM card is inserted

in slot 2.

Network > > Callular

O
' 0 Cesiciar|

Admiitinetan ICMP Dretection Interwal i m
Hetwark L :
ICHP Dretection Timeout: & Tatal Alarms: 0
Services ¥,
1CMP Dietection Max Retries 5 Alarm Summary
feifacty " | i Detection strict i
Raing ' [Shew dvanced Options (3| 4[5 v
Firewall " Initial Commands | Stop
VBN ’ RESI Podl Entesval 120 =10: disable)
aSF Y| sl Timeout 120 3
Taelusirtal = MTU 1E00
Toats R Enfinitely Dial retry
i v | [Eua s enabie k|
' TMain SIN [
tas Mumber of Dial E
Min Connected Time 0 =i disable)
50 Threshald i1l i) (0; disable)
80 Detect lnterval 1] 1 disable)
€5 Detect Retries ] )
Backup SIM Timeout ] =(: disable)
Debug
Profile
Index "ﬁ:‘* APH Acoess Humber M‘.ed.:d Username Password
1 GSM v Peo1e Ao v o e -
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2) Wired dial-up (PPPoE server)

1. Connect cables based on the following figure if a PPPoE server is used for dial-up.

Power supply —-

Connect to the PPPoE server -

2. Set the IP addresses of the PC and gateway to be in the same network segment. Log in to
the gateway's web-based management page. For details, see "Wireless dial-up."

3. Choose Wizards > New WAN. Select gigabitethernet 0/1 for Interface and ADSL
Dialup (PPPoE) for Type. Enter the name and password of the PPPoOE server. Enable
NAT. Click Apply & Save.

ST "
WU Wizards >> New WAaN English | % Usomame: adm
(e an | o
’ f =
Intertace gigabtethemet 071 ¢ @
Network »,
s Type ADEL Dalup (FRPE) v Y -
ervies Username FPRoEname R SR
Link Backup T N, =
Rauting P war 2 T
Firewal| " Sinp
VPN i Apply & Save Cancel
avp

U

2.1.2 Ethernet Connection

1. Connect the power supply and network cable to the gateway. Connect the LAN port
(GEL1/1) to the PC and connect the WAN port to the Internet. Connect the gateway to the
PLC through the serial port or LAN port.
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Power ----

~s Connect to the PLC

Connect to the PC -

2. Set the IP addresses of the PC and gateway to be in the same network segment. Log in to
the gateway's web-based management page. For details, see section 2.1.1 "Cellular
Network Connection."

3. Choose Wizards > New WAN. Set an IP address for the WAN port so that the gateway
can connect to the Internet.

. »
Wizards New LAN

New WAN

MNew Cellular

New IPsec Tunnel

New Port Mapping

4. DHCP is recommended. If you choose to set a static IP address, set the network parameters
and save them based on the actual network connection.

injhand Ymﬁd; >I> New WAN inhana
Adminietration " ] ] Administratian
L i v Inserface ‘pgantetnamat (41 * i gigabtethemet V1
Ao Type Dynamic Address {DHCF) * e Stk IF
Servises Lo G Seruiens TR
Link Backup ¥ Link Esekup SEE 7EE SRR T Use your own
Routing X AppyaSave | Camcel Raatizng BEET = network data
Hoaak ’ Prewal TSI
i " VBN * (] mat #
AR Azp "
Industrial 14 Inchuastrial . Apohy & Save | Cancel
Tosiz ¥ Toals
Wiizsrd Waarsie
Dynamic IP address allocation Static IP address setting
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5. Choose Tools > Ping to check whether the gateway is connected to the Internet. Enter the
URL of a common website in Host for testing. If the following message appears, the
gateway is connected to the Internet.

" d Tools »> Ping
Ping

Adminiswration h Alarm| =
Netwarie LAl e Pi

: : it v bidu com Ping | Tatal Alarms: 0
Seies Ping Count 4 P
Liink Backup ' | Packet size ] Eytes
Routing * | Expert Options
Firewll " Siop
VBN 4

FING ww.baidycon (1603733 108) : 32 data hytes
Lod * | 49 vyres frea 190,97, 33, 108: eeEl t01S50 TLNSSES, 06 ne
. o | 49 bytes frea 18097, 33.008: seEl trl=DY Tine=i. 63 ns
Tndustrial 40 Bytes from 180,97, 51.108: se=2 trl=5h tlne=08, 121 ns
e » | |40 bytes froa 180.9T. 110 seqed tr1=55 tlne=iE 110 ns
Wizards b | — vvv.beida com ping statistics —
3

2.1.3 Wi-Fi Connection

1. Connect the power supply and network cable to the gateway, and connect the Wi-Fi
antenna to WLAN 1 or 2. Connect the gateway to the PLC through the serial port or LAN

port.

————— Wi-Fi antenna
Power supply --

Connect to the PC -

2. Set the IP addresses of the PC and gateway to be in the same network segment. Log in to
the gateway's web-based management page. For details, see section 2.1.1 "Cellular
Network Connection."”
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3. Choose Network > WLAN. Enable the WLAN port and set parameters, as shown in the
following figure.

P -
e MNetwork >> Wi-Fi

e oL e [ssiosen |

Administration *
Festaonric % Enal.:y?e #

Station Role Chent »
Seai= d Default Route =
Hok Rakup " | chentssio Phone xs123 |
Routing ' | Auth Method | WPAZPSK v
Fircweall £ Encrypt Maode TKIF = |
VPN k WPAMIPAZ PSK Key [snsmsan -
hpp ’
Induserial , Agpry & Save | Cancel
Tooks .
Wizards '

4. Click the Status tab. The network connection status is Connected.

Metwork > > Wi-Fi

Administration ' Yeur password has security sk plesse click here 1o changal =
Notwle R - L =
- Total Alarmsdr
Sarvicns Station Rale Cliert eitenni
Link Backup * | WFi Gpasus Erabied iany.
Rousting, Cliant S50 : Irhard i3 .
Wireless Cannection Conrected TR
. r e
Firaveall MAE dddreze 00158310 20
fre. o | Auth Method WRAZ-PSK
Ererypt Mads 25

Network

| Seatus Connected

IP Address 15216610069

Mtk 253253.2350

GCetevvay 152.168,100.1

ol B1.130.2.00 202 SEDAAE
Connection time O day, $00145

5. Choose Wizard > New WLAN and set the parameters.

(9. -
oo Wizards => New WAN
Administration .
Interface poantethamst (]«
Hanusri k
Type Dynamic Address {DHCF) v
;i v
Services NAT o
Link Backup
Routing ‘ Appiy & Save ] Cancel
Firawsll 5
VEN &
APP o]
Industrial 14
Toals Lt
Wizares k

6. Choose Firewall > NAT. The Wi-Fi connection is successful if the dotllradio 1
connection is displayed.
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Administratian
Hetwari
Services
Link Backup
Routing
Firewall
VeN
APP

Trveluigtrial

Toats
Wizards

Copyright D2001-2019.
IrHard Networks €. Lid,
Al ghts reserved.

2.2 Creating an IPsec Tunnel

Firewall > > NAT
na|

InHand Networks Edge Computing Gateway 1G902 User Manual d

Network Address Translation{NAT) Rules

. Saurca Mateh Transiated -
AtEn  petwork  Conditions Address Hewsraien
SNAT Irveidda 100 cellular 1
SNAT Tnedda Aq:ayg:  -9iabitethernet

[
add
Inside Metwork Interfaces
o Interface
1 bridge 1
| A
Outside Network Interfaces
D Interface
1 eilar 1
2 qigabitethermat 01
| A
L cave | Caneat

Total Alarms: O
Alarm Summary

Sop

You can create a dedicated virtual tunnel between the gateway and another device in the
network or a cloud platform after a network connection is established. This section shows
how to create an IPsec tunnel. Choose Wizards > New IPsec Tunnel, select the interface for
which you want to create an IPsec tunnel, and enter the peer IP address and the subnet
addresses and masks at both ends of the tunnel. During the first phase, enter the identifiers

and connection keys at both ends of the tunnel, and click Apply & Save.

inhand
Administration
Netwark
Services
Link Bazkeup
Routing
Firewinl|
VEN
aEP
Trveluigtrial
Toals

Wizards

v LI

b Networks o, 1.
o |

Al ights

Wizards »> New IPsec Tunnel

Basic Parameters
Tunnel 1D
Map Interface
Destination Address
Megotiation Mode
Local Subnet
Local Metmask
Remete Subnet
Remate Netmask

Phase 1 Parameters
IKE Policy
EKE Lifetame:
Local TD Type
Local I
Remote 1D Type
Rernote 1D
Authentication Type
Key

Phaze 2 Parameters
IPSec Policy
IPSec Lifefime

Canzel

pgabdethemet 01 «

0EIEE
258.255.255.0

ZDES-MDS-DHZ
EE400 5

User FQON =
mie

FOON

(k]

Shared Kay »

SDESHOSYE
3000 |s

Total Alarms: O
Alarm Summary

Sop
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3 Communication Parameter
Setting (Supplementary)

This chapter supplements chapter 2. If the communication parameter setting described in
chapter 2 does not meet your requirements, set the parameters based on this chapter.

3.1 Static Route

PC 1 and PC 2 located in two separate subnets cannot communicate with each other when no
static route is configured. To enable communication between PC 1 and PC 2, you need to
configure a static gateway between the two LANS, as shown in the following topology.

192.168.1.2

192.168. 2.1

192.168.1.1 192.168.3.1

PC1:192.168. 2. 22 PC2:192.168.3.33

Configure the gateway as follows:

Step 1: Choose Routing > Static Routing to configure edge computing gateway A. Set
Destination to the gateway address of PC 2 in the format xxx.xxx.xxx.0. The default value of
Netmask is 255.255.255.0, whereas 0.0.0.0 indicates all subnet masks. Set either Interface
(interface connected to gateway B) or Gateway (which must be configured on gateway B in
advance).

Routing = > Static Routing

English | =050 Usornama: adm

and - .
" | static Routing | agaut
Adrministra tion Alarm| =
Deatination Metmask Interface Gateway Distance  Track id .
PROW I 0040 000 callular £ 155
Tokal Alarms: O
Services D002 b theemet Of 105161 ———
———— o= —————— ] Adarm Summa oy
Y 55 255,25 Tetnemet d 197 168,13 |
Fouti
outing il
Firewall i (el Sin
WPN
Apcly & Save Cancel
AP
Trdustrial
Toals
Wizards
G
Capyright £2001-2018
TirHard Metworks Co. Lid,
Al tights resanved.

10
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Step 2: Configure edge computing gateway B. Set the parameters based on the following

figure.

inhana

Routing == Static Routing

|| sttic Routing |

English | 4% Ussrmams: adm

Administratien
Mebwari

Services

Dreatinatian Hetmaik Tnterfwen
0 G0

Gateay

Distmnce  Track id
L

Link: Backup |

Rauting
Firewall
won

APP
industrial

Tools

> v v o T ow v

Wikzarde

Suve Configusation

Coppight 20012019,
InHand Natwarks Ca. Ltd.
W sghts rererved

Apply & Sawve | Cancel

{Adaem|

Total Alarms: 0

Adarm Summary

Step 3: Check whether PC 1 and PC 2 can communicate with each other. If yes, the static
gateway is added successfully.

3.2 Automatic IP Address Allocation
(DHCP)

DHCP adopts the client/server communication mode. The client sends a configuration request
to the server, which then returns corresponding configuration, such as the IP address allocated
to the client. This implements dynamic configuration of the IP address and other information.

® The gateway can work as the DHCP server to allocate a different IP address to each login
workstation. The DHCP server greatly simplifies network management tasks that are
otherwise completed manually.

Services > DHCP

English <%  Uscrmame adm

inhand ksl .
| DHCP Server || Il | [ltageut
Administratio | |
" DHCP Server Agarm =
Netmork
PO Tnable Ibarince Starting Address Ending Addrass Lessa{Minutes) Tetal Atarms: O
- bridgs 1 192360.2.2 1921682.100 1440 Alarm Summary
Link Backup o gigobitethernet Of2 182454,2.3 182.1682.101 1440
Reuting v|182 16823 182 168 2101 1440
Firewall #od Stap
N
ape MOTEOHCP kase time O indicates infinite.
DNS Server dit
Induszisl
. Windows Name Server
Teals (WINS]
Wigards
Static IP Settings
MAC Address 17 Address
00000000 3000
add
Save Configuration Apply B Save Canced
Topyright ©2001-201%
InHara Menbarks Co. 11
nights reaereed,

11
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® The gateway can also work as the DHCP client to receive the IP address allocated by the
DHCP server after login. This requires that the gateway's Ethernet interface be set to
automatic mode.

Servicas »> DHCP

English | S0 Username: adm

& e | | BHeP cilert | Kagovt
:::u:mma "1 g m =1
Gigabitethemet 041 ” Tatal Alarms: 0
Services ? Alarm Summany
Litske Baeleup L] Anply & Save | Gancel
Routing &
Firewall . Siop
VAN .
asp X
Traelusirial b
Toats 2
Wizards x
o

Capyright D2001-2018
IrHard Metworks ©o. Lid,
All figits reserved,

3.3 DNS

A domain name server (DNS) converts domain names to corresponding IP addresses that
can be identified by PCs. Users only need to remember domain names. DNS is typically set

only when the WAN port uses a static IP address:

DNS Server: On this tab page, you can configure the gateway to resolve dynamic domain
names through the DNS.

LF]J'IEJ'\U
Administration
Netwark
Services
Link Bazkup
Routing
Flrewall
VPN
ARF
Tndustréal

Teats

Wizards

Capyright ©2001-2019

IrHand Metwarks S Lid,

Al rghts resened,

Servicas »> OMS

English | = Usprame; adm

Alarm] =
Peimary DMNS BB.83 =
Secondary DNS 114.114.194.114 Total Alarms: O
Klarm Summary
Apply & Save |  Cancet

Stop

DNS Relay: On this tab page, you can configure the gateway as a DNS proxy to forward
DNS request and response packets between the DNS client and server and resolve domain
names on behalf of the DNS client.
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If the DHCP service is enabled on the gateway, the DNS forwarding function is enabled by
default and cannot be disabled.

You can set Static [Domain Name <=> IP addresses] Pairing to map IP addresses to
domain names so that IP addresses can be accessed by using domain names.

Services => DMS English | 235 Usprmame: adm:

and . .
" | DNS Relay Ydagout
Administration k. [:] Alarm| =

Enable DNS Relay

. . L . d . Tatal Alarmis: 0
ervices Static D+ N <=5 IP addresses] Pairin 5
ic [Domain Name addresses] Pairing i SR

Hoet 1P Address 1 1P Address 2
Routing ' | [weesoha com 051508 |

Trelugirtal
Toals
Wizards

Capyright D2001:2010
TnHardl Metiorks So. Ltd,
Al ights reserved,

3.4 DDNS

The edge computing gateway obtains public IP addresses through dial-up. You can configure
Dynamic Domain Name Server (DDNS) to map users' dynamic IP addresses to a fixed DNS.

Configure the gateway as follows:

Step 1: Set the DDNS parameters of the gateway. If a custom domain name is used, find the
DDNS expression on the server's official website, and enter a URL in the format http://user
name:password@ddns.oray.com/ph/update?hostname=host hame, as shown in the figure
"DNS parameter setting 1." If a common domain name is used, enter the registered account,
password, and host name, as shown in figure "DNS parameter setting 2." DDNS is not used if
Disable is selected.

13
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Administration
Networik
Services
Link Bazkeup
Routing
Firewinl|
VEN
aEP
Trveluigtrial
Toals

Wizards

T LI

InHard Ne_!ﬁwrw;;%. L.

All ghts reserve
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Services »> DONS

DNS parameter setting 1

nhand

Administration h
Netwaric
Services
Link Backup
Routing
Firewsl|
VEN

Lt
Traelustréal

Toats

Wizards

Capyright ©2001-2009:
IriHand l‘te_tjprui;’;_g& L

All ights reséres:

| bows |
DDNS Method List Alam| =
Tatal Alarms: 0
Method Name Service Type  Url Usemame  Password  Hostname Pl Bl
minutes Aarm Summany
1 Cimtpm I-I.!“ GUSOUrAANGEe] &
b
Disable .
ackd Stop
Specify A Mathod Te Interface
Interface Method
bridge 1 1
| A=d
|
Appy & Save | Canedl
Servicas »> DONS English | == Uzemame: scm
| oons Pletsgoni
DDNS Method List Alzm| =
Methad Name  Servica Typs  Url Usarmame Passwared Hastnama Parisd minutes Total Alarms: O
B Dyrficeess test g test dynaccess ] | Alarm Summary
Dieabi
Add
Siop
Specify A Mathod To Interface
Trtartace Mathad
bndge 1 2
Add
Apply & Save | Gancel

DNS parameter setting 2

Step 2: Wait for several minutes after you configure DDNS and save and apply the settings.
Then, ping the host name (domain name) to check that DDNS is configured successfully.

3.5 Port Mapping (NAT)

Port mapping can be configured on the Wizards and Firewall pages.

Choose Wizards > New Port Mapping to configure the gateway to access the Internet.

bridgel: bridge interface; Cellular 1: SIM dial-up interface; Gigabitethernet0/1: WAN port.

14




QS
inhand

As shown in the following figure, port 1000 of Cellular 1 is mapped to port 2000 with the IP

address 10.5.16.21. The public server with the IP address 10.5.16.21 can be accessed through

the gateway's Cellular 1 port.

Wizards >> New Port Mapping

nhand

New Port Mapping

InHand Networks Edge Computing Gateway 1G902 User Manual d

English | S0 Username: adm.

Metwari
Services
Link Bazkeup
Routing
Firewall
VPN

arp
Telustrial
Toats

Wizards

Copyright ©3001-2019
IriHiarad Metworks €o. Lid,
All figits reserved,

TP I

cellar 1
1000

Internal Address

Internal Port

CEEI
2000

Drescription

Apply & Save |

Gangel

Stop

Choose Firewall > NAT. Configure Internet access through dial-up. Port GE 0/2 is connected
to the server with the IP address 192.168.2.23. Configure the gateway to access the server

through the public network.

injhand

Administration
Metwark
Services

Link Backup
Routing

Firewall

Tndustréal
Toats

Wizards

Copyright ©2001-2019
InHara Metworks Co. Ltd,
Al rghts reserved.

3.6 VPN Application
3.6.1 Point-to-Point IPsec VPN Configuration

Firewall > > NAT

English | =03 Username: adm

NAT Ldogout
Artion OMAT M;_,_| =
Source Metwork Cusside v Tokal Alarms: O
Translation: Type INTERFALE 1o |P Alarm Summary
Match Conditions

Interface telluar 1
Stop
192,168 2 23
Description 2000
Log
Apply & Sawe | Cancel Back

Establish a security tunnel between gateways A and B to protect the data flows between the
subnet (192.168.1.0/24) for customer branch A and the subnet (172.16.1.0/24) for customer
branch B. Configure the use of the Encapsulation Security Protocol (ESP), 3DES encryption

algorithm, and SHA authentication algorithm.
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The following figure shows the IPsec VPN topology.

192.,50.50.2 192.100.100.1

Internet

The client's The client's
branch office A branch office B

192,168.1.0/24 172.16.1.0/24

Networking configuration procedure:
(1) Configure gateway A

Step 1: Choose VPN > IPsec from the navigation tree to go to the IPsec Setting page. Set the
parameters.

VPN > > IPsac

innand =
Administration * = | [z =
i Enable
Network
5 . . Tatal Alarms: 0
Services IKEvL Policy Adarm Summary
.
P Suak D Encryation Hash Ditfia Hellman Gro Lifstima
Routing E 1 I0ES SHAL Groupd 5400
A » GDES 7| SPAT "1 Group2 v | #5400 [ Sion
VBN 4 e
AP X
. o | MEvZ Policy
e v m Encryption intagrity Difia-Hallmun Groug Lifetime
e . AES12E v | SHA v | [Group2 v | 85400
add
IPzec Policy
Izeme. B iation Encryption Authentication Prec Moda
|l 2 EsP 30ES DS Turinel Mode ]
5 i ESF v| | AES128 * | SHat * | [ Tunrel biode v
Eavz Ceafigurativn
- add
1Psec Tunnele
Mame Seatus Local Subnets Ramots Subnets Interface e
Version
| Add | | r

Step 2: Choose VPN > IPsec from the navigation tree to go to the IPsec Setting page. Click
Add next to IPsec Tunnel Setting. Set the parameters on the displayed page, as shown in the
following figure.
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VPN > = IPsac

| tPsse Satting |
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Basic Parameters
Destination Address
iap Inteface

IKE Version

Authentication Type
Negotiation Mode

Local Subnet

Remote Subnet

IKE Aduance [Phasel)
1Psec Advance(FPhased)

Tunnel Advance

Apply & Bave |  Cameal

15210010018
celldar 1 v
IKEv1 =

Shared Kmy w [ssssese
Main Mode *
TETEELT

1721610 | ks
255 255 2550

Back

Total Alarms: O
Alarm Summary

Sop

A Note:

The local and peer identifier addresses do not need to be set, unless otherwise specified.

IPsec Profile is set only when DMVPN is configured. It does not need to be set when IPsec VPN

is created.

(2) Configure gateway B

Step 1: Choose VPN > IPsec from the navigation tree to go to the IPsec Setting page. Set the

inhand VPN > > [Fsac English| =32 Usamame: aam
; I’ . s - I | I_ .I.'. g0 .IG'
Administration k Alarm| =
Enable L 2l -
Netwark v
) ) Total Alarmis: 0
Services * | IKEvL Palicy Alarm Summary
,
ek ek i) Encryption Mash Ditfla Hallman Gro Lifutima
Routing ’ 30E SHAL Groupd BEAD0
Firewall * 3DES ¥ | SHat v | | Group2 v | 86400 .SIUD
VEN ’ i
Asp ’
R . | 1KEv2 Policy
el gtrial
Toats v m Encryption integrity Biffie-Hellman Group Lifetime
o 4 5 AES128  + | SHAT v | | iEnsupd ~ | BG40
fekd
IPsec Palicy
Mame 1Pzac Moca
[ 2 ESP 3DES TiD5 Turnel Mode ]
o ESF = v sHAl | | Tunnel Mode .
Save Configuration
add
IPsec Tunnels
P Mame Status Loeal Subnets Remote Subnats Intartacs I
InHard Wetworks o, L. dd
A1l ights reserved,

Step 2: Choose VPN > IPsec from the navigation tree to go to the IPsec Setting page. Click

Add next to IPsec Tunnel Setting. Set the parameters on the displayed page.
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VPN > > IPsac
[ (tpame seiting |
r'::::m“ : Basic Parameters !ﬁ
services 5 Destination Address 192 60.60.2 Tokal Alarmis: 0
Map Interface celldar 1 v Aarm Summany
Lk fickiy " | KEversion IHEx1 *
FRouting & TKEVI Policy . “[3E =
Firewall L [Psec Poficy 7] | sop |
VEN " Authentication Type Shared Ky v [sssese
AP . Negn tiation Mode Main Mode A
Tndustrial v Local Subnet 21610 |Z55. 2553550
e . |i255 255 255 0
P 5 Remate Subnet 152 16810 |lz55 256 256 0
255 255 255.0
IKE Aduance [Phasel)
1Psec Advance(FPhasel)
Tunnel Advance
| Appiy & Save |  Canel | Back

(3) Check the VPN status
Go to the Status page and check that the VPN status is Connected.

Destination Address
Router. .. 203, 86.45. 189

IkeStatus

Connected

Name
IPSEC_1

wE® e

o

3.6.2 OpenVPN

OpenVPN is based on TCP/UDP and applicable to any ports. The following figure shows an
example of OpenVPN topology.

I92.168.5.2

192, 168.5.1

21923925114

LAN:192,168.8.1
LAN; 192, 168.9.1

1921689024

192 168.9.2 1421 68.8.2
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In the preceding figure, an OpenVPN tunnel is established between device A and the
OpenVPN server. The virtual IP addresses at both ends of the tunnel are 192.168.5.2 and
192.168.5.1.

A. If OpenVPN of device A is configured as the gateway mode, the packets destined for the
192.168.8.0/24 subnet are forwarded to the OpenVPN tunnel through the gateway and
reach the OpenVPN server. Correspondingly, a static gateway must be added on the
OpenVPN server so that the packets destined for the 192.168.9.0/24 subnet are forwarded
to the OpenVPN tunnel through the gateway. In this way, PC A and PC B are connected
through the OpenVPN tunnel and can communicate with each other.

B. If OpenVPN of device A is configured as the NAT mode, the static gateway
192.168.9.0/24 does not need to be added on the OpenVPN server. With this configuration,
PC A can access PC B, but PC B cannot access PC A directly. This configuration is
applicable to active uploading.

Configure the gateway as follows:

Step 1: Set the OpenVPN parameters of the device.

VPN > > OpanVPN English | =03%  Usermame: adm
ihang .
| OpenVPM Client || Nikogout
ini il k Blat [
Enable - m| =
Index 1 Tatal Alarms: 0
Adarm Summary
Link Bazkup Y DpenVPH Server Part Protocol Type
Routing » 2IL158:369 1194
1154 ud v .
Firewall E £ Siop

Lt

Authentication Type UsapPaseword
Trnelustrial
Username test
Toals
Password e

Gz Deescription
Show Advanced Options

Import Configuration

Nafile selected Browse Import | =

Apply & Save Gangel

Capyright D2001-2019
InHard Networks Co. Ltd,
Al ights reserved,

Step 2: Complete certificate configuration based on the specific authentication type after a
tunnel is established. The mapping between authentication types and certificates is as follows:

None: No certificates are required.
Pre-shared Key: No certificates are required.
User/Password: Only the CA certificate is required, such as ca.crt.

X.509 Cert (multi-client), X.509 Cert: The CA certificate and the device's public and private
key certificates are required, such as ca.crt, my.crt, and my.key.
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ANote:

1. The file names of the CA certificate and public key certificate are suffixed with .crt, and
the file name of the private key certificate is suffixed with .key.

2. The system time of the device must be accurate when the certificate feature is used.

Step 3: Configure the OpenVPN server. Add a static gateway with a route destined for
192.168.2.0/24 by running route add -net 192.168.2.0 netmask 255.255.255.0 dev tuno.
Assume that the network port of the OpenVPN server is tun0.

3.6.3 Certificate Management

On the Certificate Management page, you can import VPN certificates. If no local
certificates are available, select Enable SCEP (Simple Certificate Enrollment Protocol) to
apply for a certificate online.

'u]J'e.nd VPN == Certificate Management English | 5= Username: adm
e | I Likogeur
Administratian ¥ b e
Cerfificate Management Marm| |
Nt
i Total Alarms: 0
Semnvices
m iomlink
Link Backup
Reating
Firewall Sawp
VEN
PR
Hi file seies tad Browss mport Puble Ky Cerbificats
[ndusirial
oo Nofle seiectsd Browse .|| Imoon Private Key Centfcate | Fxport Privaic &
Wizard,
i Fle smiec tad Browss Import CA Cerficals
Brawss Import CRL
Mo Ple s iad Browse Import PKCS1 2 Certifcate
Cancel
Save Configuration
Comyright DI001-2019
InHand Katwars G, Lt
Al gt resanyed

20



inghand

&dministratian

Networ
Sequices
Link Backup

Reating

Firewall

VPN = > Certificate Management

InHand Networks Edge Computing Gateway 1G902 User Manual d

CA Name

Impaort Root CA Cartificate

lesuser Nasng

1N0F!= sefecied

Brawse .|| impan Rocl GA Cerificats

Total Alarms: 0
Adurm Eummary

=)

Suop |

3.7 Link Backup
3.7.1 Interface Backup

You can configure interface backup to enable the gateway to access the Internet through
dial-up even when the wired network is faulty. The following figure shows the topology of
interface backup.

192.168. 2

1G902

192.168. 2. 23

Enterprise Gateway: 203.86.63.233

LAN Gateway: 10.5.3.254

Configure the gateway as follows:

Step 1: Choose Wizards > New WAN to set the parameters of Internet access in wired mode.
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-~
i‘-l\u Wizarels »> Mew WAN
Interface | migabiteframes 071 ¥
Metwork 4 T I
ype BT

Seni X

o e | |primary RTLERETS
R | | Metrnass 1956 256 2550
— , Gatewny JLEEFL
Hirewnll Piimary ONS [@sirT
v " |nar L]
L L

o . T e
Taok v
o -

Total Alarms:
Blarm Summary

OTEn v

| s |

Step 2: Choose Services > DNS > DNS Server to set corresponding parameters. Check that

the PC can access the Internet after configuration.

(NS Services »> DNS
e
;

fe— N Primary DNS 202.106.0.20
S . Secondary DNS a8e8
Ry, " sl
Reating ¥
Firewall *
VN *
o ;
Indusirial ¥
Took 3
izards ik

Total Alarms: 0
Blarm Summary

E1ET) =

s |

Step 3: Choose Link Backup > SLA to set corresponding parameters. Set the IP address to a
public or private IP address that supports ICMP detection. For example, 203.86.63.233 is the

IP address of the enterprise gateway for the PC.
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SLA Entry

L wmp-stha JOLER.63.233 56 n 5000 5 Faraver now
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| Apphe b Sava Canwsl
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Total Alarms:
Blarm Summary

FIED]

Sup

Step 4: Choose Link Backup > Track to set corresponding parameters.

i‘n Link Backup >> Track

Track Object
1 sla 1 1] o

[ e Qi T8 e

Track Action

I = Sarvden o e e i

e ey —=

o B

Total Alarms: I
Adurm Suminery

# (32

Sup

Step 5: Choose Link Backup > Interface Backup to set corresponding parameters.
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English |2 Usemameadm

&dministratian

Network

UpDelay DownDelay  Trackid
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Link Backup
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Firewall
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Step 6: Choose Routing > Static Routing to set corresponding parameters. Add three routes.
10.5.3.234 is the IP address of the LAN route for the PC. The distance parameter indicates the

priority. The smaller the parameter value, the higher the priority.

i-l]J'%I'IU Reﬂﬂ 5_3 Static Routing

English | 5% Usemame:adm

administratian

Interface Gateway Distance  Track id

Metwork

Services E Qo000

Link Backup

Reating
Firgweall

VPN

APP L
Indusirial

Took

Wlizards

#dd

| Marm|
Total Alarms:
Afurm Eumimary

Step 7: Disconnect the network cable to simulate a wired network fault. In this case, the
gateway accesses the Internet through dial-up on the cellular port. Then, reconnect the
network cable so that the gateway accesses the Internet through the wired network.

3.7.2 VRRP Hot backup

Several gateways are connected to the same network. Host A backs up gateway A. When
gateway A is faulty, gateway B takes over the services on the faulty gateway to work as the

host temporarily.

1. Networking requirements
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Gateways A and B form a VRRP backup group, which is the default gateway used by host A
to access host B on the Internet.

Structure of the VRRP backup group:
® The group number is 1.
® The IP address of the virtual gateway in the backup group is 192.168.2.254/24.
® Switch A is the master switch.
® Switch B is the backup switch and supports preemption.

2. Networking diagram

Host B

10.2.3.1/24

G0/2
10.100.10.3/24

G0/2
10.100.10.2/24

GO0/1
192. 168.2. 1/24

GO/1
192.168. 2. 2/24

Virtual IP address
192. 168. 2. 254

ip:192. 168. 2. 100

gw:192. 168. 2. 264
Host A

3. Configuration procedure
(1) Configure gateway A
Step 1: Configure GO/1.

Choose Link Backup > VRRP from the navigation tree and click the VRRP tab to configure
VRRP.
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Choose Link Backup > VRRP from the navigation tree and click the Status tab to check the
VRRP status.

= —
v i

(NS
infhana

Adminltiatian

BRL L

- v e w w w e o= o= =

Emable Virhal ReutsTD  Interface Viral B priariry M/ATHESMAOE Bratmpion
| B 1 glgabitsthemet 01 192 168525 110 1 ¥ |
B | | pagaiiethemat 0 v | 1 254 || [E] (] |

Step 2: Configure GO/2.

Choose Network > Ethernet from the navigation tree and click the Ethernet 0/2 tab to
configure the Ethernet port 0/2.
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(2) Configure gateway B
Step 1: Configure GO0/1.

Choose Link Backup > VRRP from the navigation tree and click the VRRP tab to configure
VRRP.

»
o =i _
; — L

interface Virtual Priariy Mo Track @
ghgabitethemet 071 192.108.2234 100 1 v .= Total Alarms: 0
T — - LT — R
Add
] S ET 2
| Sup
Camel |

Choose Link Backup > VRRP from the navigation tree and click the Status tab to check the
VRRP status.
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Step 2: Configure G0/2.

Choose Network > Ethernet from the navigation tree and click the Ethernet 0/2 tab to
configure the Ethernet port 0/2.

Metwork == Ethernet

inhand
Administratian
Network 4
Services
Linke Backup
Reating
Firewall
VN
hPR
Indusirial
Took

Vlizards

English | 5% Usemameradm

| eshemer vz | | kegeut
'.I E ol
Frimary IP 10.100.10.3 — =
Netmask Total Alarms: [
MTU Blarm Summary
Auto Megatition
[rescription 30
Multi-IP Settings
Secondary LP Fetmask
| add- |
Apply & Save | cancal

Set the IP address of the default gateway for host A to 192.168.2.254, In normal cases,
gateway A is in the running state. When it is powered off or faulty, gateway B takes over the
services on gateway A. The preemption mode allows gateway A to assume the master role

when it is

3.8 Access Control List (ACL)

You can control the gateway to allow or prohibit access to network ports.

restored.

Configure the gateway as follows:
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Step 1: Open the ACL page and click Add to add an access control list (ACL) and set

-~
A Firewall > > ACL
Administratian ¥
T
Metwork % i
1}
Senices k
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S . Action
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L '| Source Wildcaret
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oDoass

Back

Warm| =
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Step 2: Click Apply & Save. The information about the new ACL with the ID 101 is
displayed on the page.
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Step 3: In Interface List, select cellularl for Interface and 101 for Out ACL. Click Add
and save the settings.
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4 Basic System Settings

4.1 User Management

Choose Administration > User Administration and click the User Administration tab.
You can create and delete users and change your password.

Two user types are provided: superuser and common user.

® Only one superuser is provided and automatically created by the system. It has all
the access permissions on the gateway. The superuser name is adm, and its default
password is 123456.

® Common users are created by the superuser and have the permission to view the
gateway configuration, but cannot modify it.

User permissions are classified into three levels:

® Users of permission levels 1 to 11 can only view parameters but cannot set
parameters.

® Users of permission levels 12 to 14 can configure the Ethernet interface LAN
address, system time, static routes, basic firewall settings, virtual IP address
mapping, system logs, and access control, apply for certificates, and upgrade the
system.

®  Users of permission level 15 can view and set all parameters.

@? Note:

The user name of the superuser (adm) cannot be modified, and the superuser cannot be
deleted. However, its password can be changed.

4.2 System Time

You need to set the system time of the gateway accurately so that the gateway can coordinate
with other devices.

Manual time synchronization: Choose Administration > System Time and click the
System Time tab. Set time synchronization between the gateway and the connected host.
Alternatively, set the system time of the gateway and select the time zone where the gateway
is located. You only need to click Sync Time for manual time synchronization.

31



QS
inhand

inhand
Administration
Networ
Sequices
Link Backup
Reating

Firewall

Comyright D2001.2019°
“InHand Restwaris Co, Lid
Al gits pemryed.

Administration == System Time

InHand Networks Edge Computing Gateway 1G902 User Manual d

i : . | arm| |
Device Tima 20700-04-04 15:49:44
PL Time 2018-04-04 15:43:44 Total Alarms: [
e
20797 |/ De v /(04 ree
15 v ag e A
| ey

Timezone

| UTE4EE G0 China Hong Kang Wastam Ausealia Singapers Taman, Aussia v

Automatic time synchronization: Choose Administration > System Time, select SNTP or
NTP, and select Enable to configure clock synchronization for all the devices in the network
so that the gateway can provide multiple applications based on unified time.

SNTP is the simplified version of NTP. After SNTP is enabled, the gateway synchronizes the
local time with the downstream device. SNTP is typically enabled for automatic time
synchronization for InHand devices.

After NTP is enabled, the gateway assumes the client or server function to synchronize the
time of all the other devices in the network.
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4.3 System Upgrade

Choose Administration > Upgrade, click Browse, select an upgrade file, and click

Upgrade.
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A Note

Do not perform any operations on the web interface during software upgrade; otherwise, the
upgrade may be interrupted.

4.4 Sy

stem Restart

Choose Administration > Reboot and click OK. You can restart the system when the
gateway module is not found on the web interface.
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4.5 Changing the Language and Gateway
Name

Choose Administration > System > Basic Settings to change the system language and
gateway name.
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4.6 Management Services
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When the gateway requires the HTTP, HTTPS, Telnet, and SSH functions, you need to
enable the functions on the Administration > Management Services page of the web

i.I}I'x‘.I'IU Administration >> Mana gement Servicas English | == Username:adm.
Administratisn U R | Marm| £
Network 2
Senices v I Enable Total Alarms: 0
Lik Backup Listen 1P address Aurm Summany
o &0
Reating ot =
ACL Enable
Firewall Saop
e SourcaRangs 1P Wildard
npp
Indusirial Ak
Tooks L
i , | HTTRS
| Erobie 2 |
Listen 1P address i3
Port 443
ACL Emable
Source RAnge 1® Wildcard
At
TELNET
I Enabis i I
L Listen 1P address any "
e 5
Inbiand flsrwarie G, Lt o z
All nghts reesred. ACL Enable

34




QNS

inhand InHand Networks Edge Computing Gateway 1G902 User Manual @

4.7 Checking System Logs

Choose Administration > Log to check system logs.

On this page, you can also clear and download logs, including historical logs. Historical logs
are those logs with a long storage period specified on the System Log page.

The system diagnosis record file is encrypted and can be viewed only after being decrypted
using the decryption tool provided by InHand. The gateway configuration is downloaded
along with the system diagnosis record.
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The gateway provides a limited storage capacity, which is 512 KB by default. You need to
use a remote log service, such as Kiwi Syslog Daemon, to save all log information. To obtain
the software, you can contact InHand Sales Support or download it from the Internet. After
you set the address and port of the log server on the web interface, the gateway uploads all
system logs to the remote log server.
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4.8 Alarm

The alarm function notifies you of any gateway errors promptly. The gateway reports an
alarm when an error occurs. You can select predefined error types and a proper notification
method to obtain error information. All alarms are recorded in alarm logs, allowing you to
locate and fix errors as soon as possible.

(1) Choose Administration > Alarm > Status to view all alarms generated in the system
since power-on.

Alarms have the following states:
® Raise: indicates that the alarm is generated but not confirmed.
® Confirm: indicates that the alarm cannot be cleared currently.
® All: indicates all generated alarms.
Alarms are classified into the following levels:
® EMERG: The gateway encounters a serious error that may cause a system reboot.
® CRIT: The gateway encounters an unrecoverable error.
® WARN: The gateway encounters an error that affects system functions.
® NOTICE: The gateway encounters an error that affects system performance.

® |NFO: A normal event occurs.
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(2) Alarm Input: Select the desired alarm type. An alarm is generated when an error of the
selected type occurs.

36



QS
'Lr]nand InHand Networks Edge Computing Gateway 1G902 User Manual d

(3) Alarm Output: When an alarm is generated, the system automatically sends the alarm
content to the target email address. This function is unavailable for common users.

Enter information about the sender's email address in Email Alarm, and enter information
about the receiver's email address in Email Addresses.

Mail Server IP/Name can be determined by searching the Internet. For example, if Tencent
Exmail is used, enter smtp.exmail.qg.com.

Administration > Alarm English [ =5 Usomame: asm

and .
x | Alarm Outsut Ltogout
Administration k. Alarm| =)

Email Alarm

[ Total Alarms: O
Klarm Summary
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"
Toats add

Copyright D3001-2018
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All rights resenved.

(4) Alarm Mapping: You can select CLI (console port) or email for receiving alarms. To
enable email mapping, you need to enable it on the Alarm Output tab page and set an email
address.

4.9 Configuration Import and Backup

Choose Administration > Config Management, click Browse, select a configuration file,
and click Import to import the configuration file to the gateway.

Click Back Up running-config to back up the current runtime configuration to the PC. This
is a common operation.

Click Back Up startup-config to back up the boot file to the PC.
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4.10 Restoring Default Settings
4.10.1 Webpage Mode

Choose Administration > Config Management and click Restore Default. The default
settings are restored after the system restarts.

4.10.2 Hardware Mode

Restore the default settings in hardware mode as follows:

Step 1: Find the RESET button on the gateway panel.

Step 2: Press and hold the RESET button for 10 seconds after the gateway is powered on.
Step 3: Release the RESET button when the ERR indicator is in red.

Step 4: Press and hold the RESET button for 1 second when the ERR indicator is off.

Step 5: Check whether the ERR indicator blinks three times and then turns off. If yes, the
default settings are restored successfully.
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5 Connecting the Gateway to a
Cloud Platform

Two connection protocols are supported: Message Queue Telemetry Transport (MQTT,
applicable to the remote device monitoring platform) and Open Virtual Device Protocol
(OVDP, applicable to the gateway platform). The remote device monitoring platform is
recommended because it allows the gateway to be automatically added on the cloud platform.
Either of the two platforms can be selected for connection.

1) Using the remote device monitoring platform
Procedure:

Step 1: Choose Administration > Device Networks, click the Device Networks tab, and
select Device Networks Enable. Enter the cloud platform address and the account that
registers the cloud platform. Click Apply & Save.

Step 2: Log in to the cloud platform to add the gateway.

Administration > > Device Networks English | s2x  Username: adm
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2) Using the gateway platform
Procedure:

Step 1: Choose Administration > Device Networks, click the Device Management Legacy
tab, and select Enable. Enter the cloud platform address and click Apply & Save.

Step 2: Log in to the cloud platform to add the gateway.
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Tatal Alarms: 0
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Set the gateway's DTU function to enable the gateway to communicate with the server. The
following figure shows the related topology.

,"’-—-
A

1G902

Server address
Server port

Configure the gateway as follows:

101, 227. 246. 118

Step 1: Set the DTU serial port parameters. Ensure that the parameter settings are consistent
with those of the peer device's serial port.
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Step 2: Set the DTU function parameters.
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7 App Development

This chapter describes how to quickly develop apps in Python. Development of an InModbus

app is used as an example.

7.1 InModbus App

7.1.1 Installing an InModbus App

(1) On the gateway's web interface, choose APP > APP and click the APP Management tab.
Select Enable APP Manager and Enable IDE Debug. Click Browse and select the

InModbus app file package. Click Upload to upload the app to the gateway.
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(2) Import the custom app configuration file. If the configuration file does not need to be
modified, the gateway uses the default configuration file in the app package by default.
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(3) Configure and launch the InModbus app.
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(4) Check the InModbus app status.

On the gateway's web interface, choose APP > APP > Status to view details about the
Python app, for example, the app name, version, running status, runtime, and action. To view
the run log of the app, click Show Log. The log is displayed on a new tab page. If InModbus
cannot start, check whether the system firmware version matches the Python SDK version.
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7.1.2 Enabling the Remote Device Monitoring Platform

The remote device monitoring platform is the software that provides the monitoring service
for onsite devices and implements the maintenance management, energy monitoring, asset
management, and variable monitoring and management functions. The data collected by the
InModbus app is uploaded to the platform through a built-in application of the remote device
monitoring platform.
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To use the remote device monitoring platform, register an account at

http://www.shebeiyun.net and log in to the platform by using the registered email address.
After login, bind the gateway to your account.

Note:

Skip this section if you need to upload data to other platforms than www.shebeiyun.net.
Ensure that the platform that you use is supported by InModbus 2 and that the connection
parameters are set in the configuration file.

On the gateway's web interface, choose Administration > Device Networks and click the
Device Networks tab to enable the remote device monitoring platform. Enter the server
address www.shebeiyun.net and register an account with your email address, such as
xxx@inhand.com.cn. Retain the default settings for other options if you do not have special
requirements. Click Apply. To check the connection status, click the Status tab. Connected
indicates that the connection is normal.
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7.1.3 Enabling the Variable Editing Service

Choose APP > Var Table, select Enable, and click Apply & Save to enable the variable
editing service. After the service is enabled, the hidden options on this page are displayed.
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A Note:

After the configuration is complete, restart the app manually to make the new configuration
effective.

7.1.4 Modifying Configuration
7.1.4.1. Adding and Modifying Devices

This operation corresponds to the Controller part of configuration file editing. To add a
device, click Add on the Var Table tab page and click Apply & Save.

A Note:

Device information, such as the device name, cannot be modified after being saved.

Such device information includes:
1. Device name (special characters and numeric strings are not allowed)

2. Variable address order (which can be empty after being created and are
system-defined by default)

3. Register address (which cannot be modified or deleted when being used by the
collection group)
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7.1.4.2. Adding and Modifying Collection Groups

This operation corresponds to the Collection Policy Group configuration, in which the
collected 1/0 values are calculated based on policies. To meet different requirements, the
configuration file uses micro expressions. In the format of micro expressions, <value>
indicates the value collected by the current register address, and values['id] indicates the
value calculated by the register address with the specified ID.
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A Note:

Collection group information, such as the group name, cannot be modified after being saved.
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8 Appendix CLI Commands

1 Help Command

You can enter help or ? on the console to obtain command assistance. When entering a
command, you can enter ? to obtain help information about the current command or
command parameters. When the entered command or command parameters are unique, they
can be complemented automatically.

1.1 help

Command: help [<cmd>]
Function: obtains command assistance.
View: all views
Parameter: <cmd> indicates a command name.
Example:
< Enter help.
The command output lists all available commands.
< Enter help show.
The command output lists all the parameters of the show command and related
instructions.

2 View Switching Commands
2.1 enable

Command: enable [15 [<password>]]
Function: enters privileged EXEC mode.
View: common user view
Parameter: 15 indicates a user permission level. Currently, only permission level 15
(superuser) is supported.
<password> indicates the password corresponding to the privileged EXEC mode. If
it is not entered, a password input prompt appears.
Example: Enter enable adm in the common user view.
The system switches to the superuser. The password is 123456.

2.2 disable

Command: disable
Function: exits privileged EXEC mode.
View: superuser view and configuration view
Parameter: none
Example: Enter disable in the superuser view.
The system returns to the common user view.

2.3end and!

Command: end or !
Function: exits the current view and returns to the previous view.
View: configuration view
Parameter: none
Example: Enter end in the configuration view.
The system returns to the superuser view.

2.4 exit
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Command: exit
Function: exits the current view and returns to the previous view. If the current view is the
common user view, entering this command will log you out of the console.
View: all views
Parameter: none
Example:
< Enter exit in the configuration view.
The system returns to the superuser view.
< Enter exit in the common user view.
The system exits the console.

3 Commands for Checking the System Status
3.1 show version

Command: show version
Function: shows the model, software version, and other information about the gateway.
View: all views
Parameter: none
Example: Enter show version.
The following information is displayed:
Model: model of the gateway
SN: SN of the gateway
Description: www.inhand.com.cn
Current version: current version of the gateway
Current bootloader version: current bootloader version of the gateway

3.2 show system

Command: show system
Function: shows information about the gateway system.
View: all views
Parameter: none
Example: Enter show system.
The following information is displayed:
For example, 00:00:38 up 0 min, load average: 0.00, 0.00, 0.00

3.3 show clock

Command: show clock
Function: shows the system time of the gateway.
View: all views
Parameter: none
Example: Enter show clock.
The following information is displayed:
For example, Sat Jan 1 00:01:28 UTC 2000

3.4 show modem

Command: show modem
Function: shows the modem status of the gateway.
View: all views
Parameter: none
Example: Enter show modem.
The following information is displayed:
Modem type
Status
Vendor
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Product name
Information level
Registration status
IMSI

Network type

3.5 show log

Command: show log [lines <n>]
Function: displays the system logs of the gateway. By default, the latest 100 logs are
displayed.
View: all views
Parameter: lines <n> indicates the number of logs that can be displayed. When n is set to a
positive integer, the n latest logs are displayed. When n is set to a negative integer, the n
earliest logs are displayed. When n is set to 0, all logs are displayed.
Example: Enter show log.

The 100 latest logs are displayed.

3.6 show users

Command: show users
Function: shows the user list of the gateway.
View: all views
Parameter: none
Example: Enter show users.
The following system user list is displayed:
User:

The user marked with an asterisk (*) is the superuser.
3.7 show startup-config

Command: show startup-config
Function: shows the startup configuration of the gateway.
View: superuser view and configuration view
Parameter: none
Example: Enter show startup-config.
The startup configuration of the system is displayed.

3.8 show running-config

Command: show running-config
Function: shows the runtime configuration of the gateway.
View: superuser view and configuration view
Parameter: none
Example: Enter show running-config.
The runtime configuration of the system is displayed.

4 Commands for Checking the Network Status
4.1 show interface

Command: show interface

Function: shows the interface status information about the gateway.
View: all views

Parameter: none

Example: Enter show interface.
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The status of each interface is displayed.
4.2 show route

Command: Show ip route
Function: shows the routing table of the gateway.
View: all views
Parameter: none
Example: Enter Show ip route.
The routing table of the system is displayed.

4.3 show arp

Command: show arp
Function: shows the ARP table of the gateway.
View: all views
Parameter: none
Example: Enter show arp.
The ARP table of the system is displayed.

5 Network Test Commands
The gateway provides network test tools, such as ping, Telnet, and traceroute.
5.1 ping

Command: ping <hostname> [count <n>] [size <n>] [source <ip>]
Function: performs ICMP detection on the specified host.
View: all views
Parameter: <hostname> indicates the IP address or domain name of the host to be detected.
count <n> indicates the detection times.
size <n> indicates the size of a detection packet, in bytes.
source <ip> indicates the IP address used during detection.
Example: Enter ping www.g.cn.
The system detects www.g.cn and displays the detection results.

5.2 telnet

Command: telnet <hostname> [<port>] [source <ip>]
Function: logs in to the specified host through telnet.
View: all views
Parameter: <hostname> indicates the IP address or domain name of the host for Telnet
login.

<port> indicates the Telnet port.

source <ip> indicates the IP address used during Telnet login.
Example: Enter telnet 192.168.2.2.

Login is initiated to 192.168.2.2 through Telnet.

5.3 traceroute

Command: traceroute <hostname> [maxhops <n>] [timeout <n>]

Function: performs gateway detection on the specified host.

View: all views

Parameter: <hostname> indicates the IP address or domain name of the host to be detected.
maxhops <n> indicates the maximum number of hops during gateway detection.
timeout <n> indicates the timeout period of each hop, in seconds.

Example: Enter traceroute www.g.cn.
The system performs gateway detection on www.g.cn and displays the detection

results.
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6 Configuration Commands

You can run the configure command in the superuser view to switch to the configuration
view for gateway management. Some configuration commands support the no and
default forms. The no form cancels the setting of a parameter, and the default form
restores the default setting of a parameter.

6.1 configure

Command: configure terminal
Function: switches to the configuration view and enters configuration from a terminal.
View: superuser view
Parameter: none
Example: Enter configure terminal in the superuser view.
The system switches to the configuration view.

6.2 hostname

Command: hostname [<hostname>]
default hostname
Function: shows or sets the host name of the gateway.
View: configuration view
Parameter: <hostname> indicates a new host name.
Example:
<~ Enter hostname in the configuration view.
The host name of the gateway is displayed.
< Enter hostname MyRouter in the configuration view.
The host name of the gateway is set to MyRouter.
< Enter default hostname in the configuration view.
The host name of the gateway is restored to the default one.

6.3 clock timezone

Command: clock timezone <timezone> <n>
default clock timezone
Function: sets the time zone information about the gateway.
View: configuration view
Parameter: <timezone> indicates the name of a time zone, consisting of three uppercase
letters.
<n> indicates the time zone offset, in the range from —-12 to +12.
Example:
<~ Enter clock timezone CST -8 in the configuration view.
The gateway is set to the UTC+8 time zone named CST (short for China Standard
Time).
<~ Enter default clock timezone in the configuration view.
The gateway is restored to the default time zone.

6.4 clock set

Command: clock set <YEAR/MONTH/DAY> [<HH:MM:SS>]
Function: sets the date and time of the gateway.
View: configuration view
Parameter: <YEAR/MONTH/DAY > indicates a date, in the format year-month-day.
<HH:MM:SS > indicates the time, in the format hours-minutes-seconds.
Example: Enter clock set 2009-10-5 10:01:02 in the configuration view.
The time of the gateway is set to 10:01:02, October 5, 2009.

6.5 ntp server
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Command: ntp server <hostname>
no ntp server
default ntp server
Function: sets a client for the NTP server.
View: configuration view
Parameter: <hostname> indicates the IP address or domain name of the NTP server host.
Example: Enter sntp-client server pool.ntp.org in the configuration view.
The address of the NTP server is set to pool.ntp.org.

7 System Management Commands
7.1 reboot

Command: reboot

Function: restarts the system

View: superuser view and configuration view

Parameter: none

Example: Enter reboot in the superuser view.
The system is restarted.

7.2 enable password

Command: enable password [<password>]
Function: changes the password of the superuser.
View: configuration view
Parameter: <password> indicates a new password of the superuser.
Example: Enter enable password in the configuration view.
Enter a password as prompted.

7.3 username

Command: username <name> [password [<password>]]
no username <name>
default username
Function: sets the user name and password.
View: configuration view
Parameter: none
Example:
<~ Enter username abc password 123 in the configuration view.
A common user is added, with the user name abc and password 123.
<~ Enter no username abc in the configuration view.
The common user abc is deleted.
<~ Enter default username in the configuration view.
All common users are deleted.
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